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1 Assumption 9: “There shall be an agreed 
upon set of security rules and procedures 
for background investigations of persons 
administering the CTS”.  
We are struggling to understand this 
requirement and how it relates to system 
functionality. Can some clarity be 
provided? 

This assumption relates to internal administrative policies 
and procedures rather than the system functionality. It can 
instead be viewed as a non-system requirement with respect 
to the security procedures in relation to personnel that 
could impact the successful operation of the system. 
 

2 Article 4, point 4, 5 and 6, along with 
several others further on in the document, 
suggest ‘rules’ and enforcement of a 
‘common format’, metadata, schemas, 
etc.. However, Article 3, assumption 7, and 
Article 5.1.3 suggest that the data will be 
encrypted outside the system and 
therefore any access to the data (or its 
format), by the system for the purposes of 
validation, would not be possible. Please 
clarify. 

The financial and other personal information exchanged will 
need to be encrypted prior to entry into the system, and will 
be decrypted after exiting the system. The system will 
therefore only be able to validate that the data has been 
prepared correctly (e.g. meeting the size limits, encrypted 
and with the correct meta-data). There will also be agreed 
upon common formats for the encrypted data. The system 
will not be able to validate this. It will be validated by the 
receiving jurisdiction with any resulting feedback sent 
through the system to the sender. 
 
The encrypted data will have to be wrapped into messages, 
the structure of which is not yet defined (e.g. the metadata 
with information on the sender and the recipient); the 
structure of other messages also will also have to be defined 
(e.g. feedback from the recipient to the sender, the 
notifications are after successful transmissions and logging 
possible errors). The detailed specification for these 
protocols should be included as part of the CTS Design (sub-
task 2.1). 

3 Further to the above, the implications of 
the data files being encrypted and 
decrypted outside of the system by the 
sender and recipient are: 

1. The system will be unable to 
validate any files/data (other than 
non-encrypted information, such 
as potentially the metadata). 

2. Since the system cannot read the 
data in the files, the system would 
be unable to split a single 
consolidated file representing all 
of a sender’s data into many files, 
each of which represent a single 
recipient. The implications of this 

You are correct. These will be part of the requirements for 
the sender, prior to using the system to transmit the data. 
As set out in the Call for Tenders, additional suggestions may 
be proposed in addition to providing a proposal that meets 
the requirements as specified. These may or may not be 
deemed relevant during the selection process. 



are that the data must be 
uploaded in files that are at the 
level of granularity of the recipient 
– i.e. one file per onward 
jurisdiction so that the file 
download can be achieved 
without the system needing to 
access the data. 

4 Article 5.1.6: in combination with the 
assumption that the system cannot read 
the data file as it has been encrypted 
outside the system, this requirement 
would result in the ‘sender’ having to do 
the following for each 
destination/recipient: 

1. Prepare data in the correct format 
that is for a single 
recipient/jurisdiction  

2. Encrypt the data using the 
recipients public key 

3. Upload the encrypted file to the 
CTS 

This puts complexity on the sender’s 
systems. Can it be confirmed that this has 
been considered and this is indeed the 
correct model? 

You are correct. These will be part of the requirements for 
the sender, prior to using the system to transmit the data. 
 
The encrypted data will have to be wrapped into messages, 
the structure of which is not yet defined (e.g. the metadata 
with information on the sender and the recipient); the 
structure of other messages also will also have to be defined 
(e.g. feedback from the recipient to the sender, the 
notifications are after successful transmissions and logging 
possible errors). The detailed specification for these 
protocols should be included as part of the CTS Design (sub-
task 2.1). 

5 Has the notification of file and record-level 
errors been considered?  
Some could potentially be generated by 
the CTS, whilst others would need to be 
generated by the recipient (i.e. relating to 
any data that is contained within the data 
file). How would these be channelled 
through the system? 
There appear to be no specific 
requirements around this. 

This is contained in Article 4.6. A standard schema and file 
preparation rules will be agreed for the provision of 
feedback. This schema would also be exchanged through the 
system. 
 
 

6 Can you confirm that it is envisaged that 
the supplier would host the system? 
E.g. Article 5.1.5 says the data should be 
encrypted and that the Supplier should 
not have access to the data. If the Supplier 
is expected to host the system, what are 
the requirements around this hosting? 

The Supplier will indeed host the encrypted data during the 
retention period (see Article 5.2/15). 
 
In Task 2 of the Terms of Reference in Part II of the Call for 
Tenders, Tenderers must also include the details of where, if 
applicable, the physical database would be located. This 
includes any options in relation to the location of the 
database and the implications of those options, including in 
relation to cost. 

7 We are concerned that there is much 
complexity that will become apparent as 
requirements are elaborated.  
 

As set out in section 6.2 of Part II of the Call for Tenders, the 
development and testing of the system, prior to users 
accessing the system, is expected to take place between 
May 2016 and December 2016.  
 
The CTS Design (sub-task 2.1) phase will be critical to the 



success of the project, as it will set out the detailed 
functional vision as well as the technical architecture. The 
way this phase is managed by the Supplier, in conjunction 
with the project governance (as decisions and prioritisations 
will have to be made) is therefore of utmost importance. 

8 We understand that cloud infrastructure is 
required in the CFT ? Could you confirm 
that point ? 

As set out in the Call for Tenders (e.g. at the end of Sub-Task 
2.1) a cloud infrastructure is not a requirement. While some 
form of temporary data retention will be necessary for the 
system to fulfil the requirements, such as where the 
recipient opts for the pull model of data receipt, the Call for 
Tenders does not specific how this should happen (i.e. cloud-
based versus specifically identified computing 
infrastructure). Instead Tenderers are asked to set out the 
possible options and the costs, benefits and other relevant 
implications of those options. 

9 Is there any restriction for the localization 
of cloud infrastructure and data (even 
non-permanent) ? for example (Amzon 
Services is an authorized cloud partner ?) 

Specifying the location of the cloud 
infrastructure/specifically identified computing 
infrastructure and data may ultimately be a requirement and 
the option to do so should be included in the response, 
including the options and the costs, benefits and other 
relevant implications of those options. 

10 What is the nature of the Pilot referenced 
in Sub-Task 2.3, including expected 
duration and scope of participants? 

The pilots would need to be sufficient in duration and 
number of participating jurisdictions to demonstrate the 
functioning of the system with actual users as opposed to in 
an internal testing environment. While the precise timetable 
is for bidders to specify, the pilots would ideally take place in 
Q4 of 2016 and Q1 of 2017, and will need to be completed in 
time to make any necessary adjustments to the system and 
then link up users in around 50 jurisdictions to the system by 
the end of August 2017 for exchanges in September 2017. 

11 Who are the users referenced in Sub-Task 
2.3 with regard to User Training and 
Support Services? 

They are the officials from the tax administrations, initially 
focused on the participants in the pilots, but then extended 
to users in about 50 jurisdictions in 2017 and 90-100 
jurisdictions by 2018. 

 Are there any restrictions related to the 
hosting of CTS related to geography or 
otherwise?  Has a common data storage 
agreement been negotiated? 

Some form of temporary data retention will be necessary for 
the system to fulfil the requirements, such as where the 
recipient opts for the pull model of data receipt. This would 
need to be part of the bidder’s proposal. The Call for 
Tenders does not specify how or where this should happen 
(i.e. cloud-based versus specifically identified computing 
infrastructure). Specifying the location of the cloud 
infrastructure/specifically identified computing 
infrastructure may ultimately be a requirement and the 
option to do so should be included in the response, including 
the options and the costs, benefits and other relevant 
implications of those options. 

12 With regard to OECD Questionnaire 
Reference: 5.2 System Requirements, 
5.1.12: The CTS shall have the capacity of 
being interoperable with other IT-
networks, for example a regional hub. In 

In practice the use of the regional hub will allow EU Member 
States to continue to use the same EU system already used 
to exchange tax information in Europe (CCN) for 3rd 
countries as well, with the same CTS functionality as non-
European countries. While the existing EU system is a closed 



this scenario the operator of the hub 
would be responsible for sending and 
receiving the information between the 
users of the hub, via the CTS, to other 
users of the CTS. The hub operator would 
have no access to tax information. All of 
the file preparation requirements, such as 
the file encryption, would remain with the 
sending jurisdiction. 
Can you provide a detailed use case to 
better understand this scenario? 
Is the EU regional hub referenced 
currently in production or not?  If not, 
when is it schedule to come online? 

network a gateway has been put in place (Speed 2) which 
provides an interface between the EU system and other 
systems (in this case the CTS). Both the EU system and Speed 
2 are in production. 

13 We understand from the document that 
production environment of CTS should be 
ready by September 2017 and around 58 
jurisdictions would be using CTS in 2017.  
Please confirm if all 58 jurisdictions need 
to be on-boarded, tested and enabled by 
September 2017 or they will be on-
boarded, tested and enabled starting from 
September 2017 onwards.  

All 58 jurisdictions will need to be fully on-boarded by 
August 2017 in time for exchanges to take place by the end 
of September 2017. 

14 It is mentioned that 94 jurisdictions would 
be using CTS in 2018, do we have a time 
frame by when they need to be 
completely enabled in CTS 

All remaining jurisdictions will need to be fully on-boarded 
by August 2018 in time for exchanges to take place by the 
end of September 2018. 

15 We understand that there could be 
additional transmissions taking place as 
other types of exchanges are 
incorporated. Could you please provide  
information on the other types of 
exchanges: 
a) The type of data exchange 
b) The data exchange mechanism  
c) Volumetric details like size and number 
of exchanges 

The data for the other exchanges, at least in the immediate 
term, would also be tax data prepared in accordance with 
similar requirements as that for the Common Reporting 
Standard (i.e. based on XML Schema etc.). The exchanges 
would therefore take place in the same manner as for the 
Common Reporting Standard. At this moment we would 
expect the immediate increase in volume to be less that for 
the Common reporting Standard but these estimates will be 
refined in due course. 
Eventually the users will likely wish to transmit other types 
of documents using the Common Transmission System on an 
ad hoc basis (e.g. pdf formats, emails etc.). This is not 
anticipated to occur in the immediate term. 
Any additional information or suggestions, even for 
additional or alternative functionalities, should be set out by 
the tenderer in its offer alongside their proposal that fulfils 
all the requirements. Such items may or may not be deemed 
relevant during the selection process. 

16 We understand that there is the 
requirement for Helpdesk support. Could 
you please provide the below details 
around the support. 
a) Is there a requirement to have a toll 
free number and receive phone calls for 

There is not a requirement to have a toll-free number. Only 
English will require to be supported in the immediate term, 
although the business model used should allow the 
provision of support in other languages in due course. There 
is no need for the support staff to be present in a particular 
geographical location. Support must, however, be available 



support? 
b) What languages are expected to be 
supported? 
c) Is there a need for support staff to be 
present in particular geographical 
location? 

24 hours a day 7 days a week. 
Any additional information or suggestions, even for 
additional or alternative functionalities, should be set out by 
the tenderer in its offer alongside their proposal that fulfils 
all the requirements. Such items may or may not be deemed 
relevant during the selection process. 

17 Will the tenderer be responsible for the 
contractual agreement between sender 
and receiver of the data for legal 
protection of the data 

There would be no direct contractual link between the 
selected supplier and users. The OECD would conclude a 
central agreement with a supplier for CTS and then the 
OECD would conclude agreements with CTS users. 

18 This clarification is specifically regarding 
data encryption and NOT pathway or 
transmission channel encryption. It is 
mentioned that the data would be 
encrypted and encryption/decryption 
happens outside of the CTS. Will it be safe 
to assume that CTS will not responsible for 
the encryption/decryption of the data, 
need not have the same capabilities, need 
not to store and manage the keys for 
encryption 

The CTS will not responsible for the encryption/decryption 
of the data (and therefore will not need those capabilities). 
Aside from needing to provide a depository for the senders 
of the data to identify the public encryption key for the 
recipients, it will not need to store and manage the keys for 
encryption. 
Any additional information or suggestions, even for 
additional or alternative functionalities, should be set out by 
the tenderer in its offer alongside their proposal that fulfils 
all the requirements. Such items may or may not be deemed 
relevant during the selection process. 

19 Apart from the production system, how 
many non production environments (like 
Development, QA, UAT) are required 

Provided the requirements as set out in the Call for Tenders 
is met it will be up to the tender to set out the environment 
required to manage its development cycle (development, 
technical and functional testing, pre-production, etc.). 
From the perspective of OECD and the users, the 
environments required are: 
A- Production environment, including pilot scopes (which 
are production environments) 
B- Training and capacity building environment, including a 
sandbox for fake exchanges of information. 
C- UAT environment, specifically for OECD and users to carry 
out user oriented tests before a new version of the software 
is released. 
The way these environments are put in place is up to the 
provider to propose in its proposal (it could be for example 
that A and B reside on the same platform, but correspond to 
different interfaces/functions). 

20 Please confirm that it will be the 
responsibility of the tenderer to procure 
and provide the hardware and all the 
necessary software for the CTS system 

This is the case. 
Please note that each jurisdiction will be responsible for the 
set up and management of their own system, including in 
the machine-to-machine exchanges with the CTS; while the 
provider will be tasked to support the jurisdictions to 
establish and troubleshoot such paths, it is not responsible 
for them. 
Any additional information or suggestions, even for 
additional or alternative functionalities, should be set out by 
the tenderer in its offer alongside their proposal that fulfils 
all the requirements. Such items may or may not be deemed 
relevant during the selection process. 

21 Could you please confirm your preference The Call for Tenders does not specify how or where the 



to have an “On-Premise” solution or to 
have an external hosted system. If 
externally hosted, please provide details 
whether it could be a public cloud, private 
cloud etc.   

location of the system should be (i.e. cloud-based versus 
specifically identified computing infrastructure). Specifying 
the location of the cloud infrastructure/specifically identified 
computing infrastructure may ultimately be a requirement 
and the option to do so should be included in the response, 
including the options and the costs, benefits and other 
relevant implications of those options.    

22 Does further detail exist on the specific 
requirements for security protocols / 
standards of encryption/decryption 
expected to be adhered to by the 
solution? 

The technical specifications are intentionally not set out in 
the requirements in order to allow the tenderers to propose 
a solution that meets the requirements. Information security 
will or course play a significant role in any selection process 
and any solution will need to be appropriate for the large 
scale transfer of personal financial data. 

23 Can you please clarify and provide further 
details on what is meant by system to 
system uploading and downloading? 

This would allow tax authorities to directly link their 
database to the CTS platform, through APIs (Application 
Programmable Interfaces) for prescheduled transfers of 
data, whether sending or receiving (as opposed to a manual 
process by a human operator, through a browser based 
mechanism). 

24 Is it anticipated that the solution would be 
hosted and that the transfer of data would 
take place over a secure intranet or is it 
anticipated that files will be transmitted 
over the external web? 

Given there will be nearly 100 jurisdictions needing to 
exchange data by September 2018 it is likely any solution 
would use the external web, as putting in place a secure 
intranet may take too long. However, any suggestions may 
be proposed that meet the requirements as specified. 

25 What is the anticipated period of time 
data may need to be held in the CTS 
solution during transmission (on the basis 
you have requested an on-demand pull 
facility)? 

It would be anticipated that this would not be a significant 
period of time (i.e. possibly around 7 days). 

26 Can you please provide further detail on 
the OECD preference for funding construct 
for the project: CAPEX (upfront) / OPEX 
(support)? 

Any funding which it is essential to be received by the 
tenderer prior to users linking into the system in order to 
use it would be paid up front. The rest would be paid as the 
system is used. 

27 Does the OECD expect that whilst a 
solution can be made scalable that there 
would need to be additional costs 
associated with bringing on-board new 
additional jurisdictions over and above the 
stated numbers in the tender document? 

In the immediate term at least the number of users is 
unlikely to rise significantly (although could increase by a 
modest amount), even in the event the CTS is also used for 
the exchange of additional types of data. 

28 Can you elaborate on your thoughts about 
a ‘regional hub’ for CTS and how it is 
anticipated this would work (how many 
potential regional hubs has OECD 
considered in its evaluation phase )? 

As present we are only actively considering the hub already 
operating in the European Union. In practice the use of the 
regional hub will allow EU Member States to continue to use 
the same EU system already used to exchange tax 
information in Europe (CCN) for 3rd countries as well, with 
the same CTS functionality as non-European countries. 
While the existing EU system is a closed network a gateway 
has been put in place (Speed 2) which provides an interface 
between the EU system and other systems (in this case the 
CTS). 

29 What are your expectations around 
service management of the operational 

The service management of the CTS will be the responsibility 
of the tenderer. It is expected that support is provided for 



system, and especially how this will 
interface with local systems? 

users to link into the system (whether through human 
interface or API). The service management of local systems 
(e.g. on the jurisdiction’s’ premise) is outside of the scope of 
the current tender although additional suggestions may be 
proposed which may or may not be deemed relevant during 
the selection process. 

30 Is the use of the CTS mandatory for all 
participating jurisdictions or can 
participating jurisdictions use an 
alternative method of transmission? 

The Common Reporting Standard (CRS) does require any 
particular transmission methods to be used, provided any 
alternative methods meet the necessary security 
requirements. Having said that, we intend and expect the 
CTS to be used by most if not all committed jurisdictions (as 
well as those adopting future information exchange 
standards). The feasibility study recommending a single 
common system be put in place was endorsed by all 46 
member countries of the Forum for Tax Administration and 
significant support has already been publically expressed in 
relation to the project as seen in paragraph 6 of the 
Statement of Outcomes from the recent Global Forum 
plenary meeting, which incorporates almost all committed 
jurisdictions (i.e. over 90 potential users). The Multilateral 
Competent Authority Agreement implementing the CRS, 
now signed by 74 jurisdictions, also contains a commitment 
to work towards common transmission solution(s). 

31 In reference to requirement 5.1.33, what 
is the timeline for requiring additional 
languages be supported by CTS?  What 
languages are expected to be added? 

The requirements do not specify a timeline nor which 
additional languages are expected. Tenderers can set out the 
possibilities (which could focus on the main international 
languages) and associated costs in their proposals. 

32 In regards to the response on question 12 
please provide additional  information 
about the speed 2 gateway interface e.g.is 
it a SOAP or SFTP service? 
 
 

The protocols supported by SPEED2 are the following 
(although more can be added): 
 

 HTTPS (TLS) 

 HTTP 

 MQSeries 

 SFTP 

 AS2 and AS3 (as proof of concept but not used in a 
production environment) 

o SOAP, including encryption and signature 
 
SPEED2 supports also XMLSIG and XMLENC as part of WS-
Security Standard. 
 
The SPEED 2 platform can be depicted as set out below: 
 

http://www.oecd.org/tax/transparency/statement-of-outcomes-2015.pdf


 

33 Please provide additional details related to 
peak system usage beyond the initial 
onboarding of jurisdictions in September 
2017 and September 2018.  For example, 
is there a specific month where peak usage 
and support is required?  Is there a specific 
time of day where a higher volume of calls 
are expected? 

Exchanges in relation to the Common Reporting Standard 
are due to occur by the end of September each year, which 
will be what the system is initially used for. There may also 
be feedback and corrections at any time of year though. 
Furthermore, when the system is used to exchange other 
categories of information (which could be as early as 2018) 
there may be other peak times 

 

34 Please clarify 5.4 bullet 38 which states: 
“Support must be available 24 hours a day 
7 days a week”.  What level of support is 
required on a 24/7 basis (i.e. user access, 
technical transmission etc). 

Given that the users will be from across the globe and they 
will all want support available during their business hours 
the full suite of user support will effectively be needed on a 
24/7 basis. 

35 Section 5.4 Bullet 27 states: “The CTS shall 
allow user configuration for access to the 
system. A user within a jurisdiction that is 
initially registered to use the CTS shall 
have the capacity to define additional 
users and the system permissions they are 
to be delegated.”.  Please indicate what 
controls and monitoring are required for 
this scenario 

The controls and monitoring in relation to defining 
additional users will be the responsibility of the registered 
user (i.e. the controls are the responsibility of the tax 
administration). 
In terms of the functions and workflows in relation to the 
platform itself, these are not defined in the tender. The 
tenderer is invited to explain the capabilities of its platform 
to establish such processes; the detailed analysis is planned 
as part of the task identified as the CTS Design (sub-task 2.1) 



phase, where the more detailed functional vision and 
technical architecture will be set out. The way this phase is 
managed by the Supplier, in conjunction with the project 
governance is therefore of utmost importance 

36 Please confirm if all jurisdictions that will 
use CTS are non-restricted countries for 
encryption protocols or if there are 
countries that are using non-restricted 
protocols (inherently weak)? 

This has not yet been decided. The tenderer could suggest 
certain options that would assist in delivering a secure 
solution. 

 


